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ABSTRACT

Events recognition is central to occupational health and safety
OHS, since the system can selectively start proper predic-
tion services according to the user current situation and past
knowledge taken from huge databases. In this sense, a fu-
sion framework that combines data from multiples sources
to achieve more specific inferences is needed. Our proposed
model provides the big picture about risk analysis for that
employee at that place in that moment in a real world envi-
ronment. Our main contribution lies in building a causality
model for accidents investigation by means of a well-defined
spatiotemporal constraints on offshore oil industry domain.

Categories and Subject Descriptors

1.2.m [ARTIFICIAL INTELLIGENCE]|: Miscellaneous—
Data Fusion; J.2 [Computer Applications]: PHYSICAL
SCIENCES AND ENGINEERING

General Terms
Algorithms

Keywords

data fusion, ontology, oil industry

1. INTRODUCTION

OHS is a priority issue for the offshore oil and gas indus-
try and a determining factor in its overall success. Years
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passed since community takes into account the implications
of oil industry to Health, Safety and the Environment but
nowadays industries invest a lot of efforts in accidents pre-
vention. With the advances of communication technologies
and the novelty researches in Ubiquitous Computing (UC)
and Ambient Intelligence (Aml), is almost a fact to think of
a Pervasive Offshore Oil Industry Environment.

In this scenario employees are surrounded of intelligent
technology capable of not only interacting in an natural
way, but also to intelligently reason on the accidents risk
picture in order to alert the employees when an risky event
is probable to occur in the place where is located. The pro-
cess of constructing a dynamic risk picture for accident or
incident detection and recognition involves contextual rea-
soning about past events, dynamic context (location, user,
profile, etc), as well as relations between them with respect
to particular goals,capabilities, and policies of the decision
makers.

The system should reason about the situation. Situation
assessment or situation awareness (SA) is a key component
of any decision-making process [15]. A good definition of SA
is found at [6,32]: “Situation awareness is the perception of
the elements in the environment within a volume of time and
space, the comprehension of their meaning and a projection
of their status in the near future.”

In an information fusion process, situation assessment rep-
resents a high-level inference level to identify the likely sit-
uations given the observed events and obtained data. High-
level information fusion studies theories and methods to ef-
fectively combine data from multiple sensors and related in-
formation to achieve more specific inferences that could be
achieved by using a single, independent sensor.

Traditional approaches using observational data and a pri-
ori models are insufficient to deal with real-world complex
problems. In oil industry exists standards to identify and
record workplace accidents and incidents in order to pro-
vide guiding means on prevention efforts, indicating specific
failures or reference, means of correction of conditions or
circumstances that culminated in accident.

An information fusion model can help to intelligently pre-
dict undesirable events like accidents by taking into account



the event location and time, historical data of past events
and user’s profile. A solution should involve a machine learn-
ing approach to learn from past anomaly events and to pre-
dict accidental events in time and space while also exploiting
the contextual knowledge available.

Past knowledge (historical data) can be analyzed to find
interesting patterns. For this, data mining is the most es-
sential part of the knowledge discovery process which com-
bines databases, artificial intelligence, machine learning and
statistics techniques. The basic techniques for data min-
ing include: decision tree induction, rule induction, artifi-
cial neural network, clustering and association rules. Data
mining can could be applied to any domain where large
databases are saved. Some applications are: failure pre-
diction [9], biomedical applications [14], process and quality
control [11].

Association rule learning is a popular and well-researched
set of methods for discovering interesting relations between
entities in a large databases. It is intended to identify strong
rules discovered in databases using different measures of in-
terestingness. Many algorithms for generating association
rules were presented over time.

In this work we describe an approach to deal with this
problem involving high-level information fusion, ontologies
and rule mining. Our proposed architecture provides the
big picture about how to integrate past knowledge in risk
analysis for that employee at that place in that moment in
a real world environment, that we named cognitive analysis.

The paper is organized as follows. After providing an in-
troduction toinformation fusion processes, section 3 focuses
on architecture and domain mode. Section 5 depicts the rea-
soning process and mining information used.Finally, Section
6 presents some conclusive remarks and outlines the current
and future work been carried out in this area.

2. FOUNDATIONS

Data fusion has been defined in [33] as “a multi-level pro-
cess dealing with the association, correlation, combination
of data and information from single and multiple sources
to achieve refined position, identify estimates and complete
and timely assessments of situations, threats and their sig-
nificance”. Data fusion (DF) and information fusion (IF)
has been treated similarly in literature but when talking
about data fusion is because it represents raw data, and
when referring to information fusion, is because it implies a
higher semantic level of fusion. The problem of information
fusion has attracted significant attention in the artificial in-
telligence community, trying to innovate in the techniques
used for combining the data and to refine state estimates
and predictions.

Information Fusion can be classified depending on the
level of abstraction [27]: low-level fusion, medium level fu-
sion, high level fusion and multi-level fusion. In the process
of low level fusion the raw data are directly provided as an
input to the data fusion process. The medium level fusion
is a feature level where features are fused to obtain other
features that could be employed for other tasks. In the high
level fusion a combination of symbolic representation is the
entry of the fusion process. And in the multi-level fusion the
entry comes from different levels of abstractions.

Others classifications are proposed: Dasarathy’s Func-
tional Model [13] or JDL conceptual model proposed by the
American Department of Defense [33]. The JDL classifica-
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tion model consists into five processing levels in the transfor-
mation of input signals to decision-ready knowledge. These
levels are: level 0 or source pre-processing; level 1 or object
refinement; level 2 or situation assessment; level 3 or impact
assessment and level 4 or process refinement.

High-level fusion starts at level 2. Situation assessment
(SA) aims to identify the likely situations given the observed
events and obtained data. It establishes relationships be-
tween the objects. Relations (i.e., proximity, communica-
tion) are valued to determine the significance of the entities
or objects in a specific environment. The aim of this level
includes performing high-level inferences and identifying sig-
nificant activities and events (patterns in general). The out-
put is a set of high-level inferences. Situation assessment
is an important part of the information fusion process be-
cause it is the purpose for the use of IF to synthesize the
multitude of information, it provides an interface between
the user and the automation, and (3) focuses data collection
and management.

Intensive research has been done in past years focused on
low-level information fusion, nowadays the focus is currently
shifting towards high-level information fusion [8]. Compared
to the increasingly mature field of low-level IF, theoretical
and practical challenges posed by high-level IF are more dif-
ficult to handle. Some of the applications that involve high-
level fusion are: Defense [1,2,10,16,23], Computer and In-
formation Security [12,17], Disaster Management [24-26,28],
Fault Detection [3-5], Environment [20-22]. Also techniques
for using contextual information in high-level information
fusion architectures has been studied at [18].

In the context of oil and gas industry is increasingly con-
cerned with achieving and demonstrating good performance
of occupational health and safety (OHS), through the con-
trol of its OHS risks, which is consistent with its policy and
objectives. In oil industry exist standards to identify and
record workplace accidents and incidents to provide guiding
means on prevention efforts, indicating specific failures or
reference, means of correction of conditions or circumstances
that culminated in accident. So, events recognition is central
to OHS, since the system can selectively start proper pre-
diction services according to the user current situation and
past knowledge taken from huge databases. In this sense, a
fusion framework that combines data from multiples sources
to achieve more specific inferences is needed [30, 31].

3. A DATA FUSION ARCHITECTURE FOR
OHS ENVIRONMENT

The architecture of our context-based fusion framework
is depicted in Fig. 1. The context-aware system developed
has a hierarchical architecture with the following layers: Ser-
vices layer, Context Acquisition layer, Context Representa-
tion layer, Context Information Fusion layer and Infrastruc-
ture layer. The hierarchical architecture reflects the complex
functionality of the system as shown in the following brief
description of the functionality of particular layers:

e Infrastructure Layer: The lowest level (LO in JDL
Model) of the location management architecture is the
Sensor Layer which represents the variety of physical
and logical location sensor agents producing sensor-
specific location information.

e Context Acquisition: The link between sensors (lowest
layer) and the representation layer (L1 in JDL Model)
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Figure 1: Information fusion framework architecture.

Context Representation: This is where the situation
is represented by means of an ontology (L2 in JDL
Model)

Context Information Fusion Layer: This is where the
high-level information fusion occurs. It is here where
reasoning about context and events of the past takes
place (L3 in JDL Model)

Cognitive Layer: This is where the intra e inter trans-
action association rules are extracted from the database.

Services Layer: This layer interacts with the variety of
users of the system (employees) and therefore needs to
address several issues including access rights to loca-
tion information (who can access the information and
to what degree of accuracy), privacy of location infor-
mation (how the location information can be used) and
security of interactions between users and the system.

4. ONTOLOGY DEFINITION FOR OHS EN-

VIRONMENT

Normally, ontology represents a conceptualization of par-
ticular domains. In our case, we will use the ontology for
representing the contextual information of the offshore oil
industry environment.Ontologies are particularly suitable to
project parts of the information describing and being used
in our daily life onto a data structure usable by computers.
Using ontologies provides an uniform way for specifying the
model’s core concepts as well as an arbitrary amount of sub-
concepts and facts, altogether enabling contextual knowl-
edge

An ontology is defined as “an explicit specification of a
conceptualization” [19]. An ontology created for a given
domain includes a set of concepts as well as relationships
connecting them within the domain. Collectively, the con-
cepts and the relationships form a foundation for reasoning
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about the domain. A comprehensive, well-populated ontol-
ogy with classes and relationships closely modeling a specific
domain represents a vast compendium of knowledge in the
domain. Furthermore, if the concepts in the ontology are or-
ganized into hierarchies of higher-level categories, it should
be possible to identify the category (or a few categories)
that best classify the context of the user. Within the area of
computing, the ontological concepts are frequently regarded
as classes that are organized into hierarchies. The classes
define the types of attributes, or properties common to indi-
vidual objects within the class. Moreover, classes are inter-
connected by relationships, indicating their semantic inter-
dependence (relationships are also regarded as attributes).
We built a domain ontology for the Health, Safety and Envi-
ronment (HSE) (see Fig. 2 of oil and gas domain [29]). We
also obtain the inferences that describe the dynamic side and
finally we group the inferences sequentially to form tasks.
Principal concepts of the ontology are the following:

e Anomaly: Undesirable event or situation which results
or may result in damage or faults that affect people,
the environment, equity (own or third party), the im-
age of the Petrobras System, products or production
processes. This concept includes accidents, illnesses,
incidents, deviations and non-conformances.

— Neglect: Any action or condition that has the po-
tential to lead to, directly or indirectly, damage
to people, to property (own or third party) or
environmental impact, which is inconsistent with
labor standards, procedures, legal or regulatory
requirements, requirements management system
or practice.

* Behavioral neglect: Act or omission which,
contrary provision of security, may cause or
contribute to the occurrence of accidents.
Non-behavioral neglect: Environmental con-
dition that can cause an accident or contribute
to its occurrence. The environment includes
adjective here, everything that relates to the
environment, from the atmosphere of the work-
place to the facilities, equipment, materials
used and methods of working employees who
is inconsistent with labor standards, proce-
dures, legal requirements or normative require-
ments of the management system or practice.

Incident: Any evidence, personal occurrence or
condition that relates to the environment and / or
working conditions, can lead to damage to physi-
cal and / or mental.

Accident: Occurrence of unexpected and unwel-
come, instant or otherwise, related to the exercise
of the job, which results or may result in personal
injury. The accident includes both events that
may be identified in relation to a particular time
or occurrences as continuous or intermittent ex-
posure, which can only be identified in terms of
time period probable. A personal injury includes
both traumatic injuries and illnesses, as damaging
effects mental, neurological or systemic, resulting
from exposures or circumstances prevailing at the
year’s work force. In the period for meal or rest,
or upon satisfaction of other physiological needs



Hazard

ture/Object

part_of
Impersonal Process

part_of
part_of

Process
* Primary
* Secondary

Environment

I
)

part of
T occurs_during_a

Task
* Process Task
* Support Task

Personal Process

isa

Human Impact

 Temporal Impairmen

nvironment Impa
* Affected Environment*
* Polutants

Real Impact

Public Image Impa
* Gravity of Impact.

happens_in|

‘Community Impact
* Fatalities to members of

* Injuries to Members of
Community

Anomaly

* Classification

Ag
* Personal Fact
* Critical Equipment

causes_a

tor of Insecurity

causes_a

Basic Cause
*Non-Linear

Causes

le— is.a
* Nature of Causes

-orm of Identificatio
* Diagnostics

* Supervision
is a
Identification/
Observation
* Identification Agent
* Infrastructure Scheduled Auditing
isa
— isa
identifies_a Auditing
* Acknowledgement
* Constraint o
Non-Scheduled Auditing
solves_a Corrective Action

* A Posteriori

Treatment
 Verification of New
Hazard
* Deal with the
nature of causes,

Report/
Unsafe Activity
* Classification

ioral Repol
Unsafe Condition
* Classification

ith Leave/Incapacitation,
Loss of Time

* Paid Leave Days

* Computed Time
*Frequency/Rate of Accidents

Location
Immediate Action
* A Priori
part_of =
Incident i
, Conformity * Systemic Incident . Mﬁcl:ﬂ:gte !
Systemic Report * High Potencial Incident \phadente pessoal
Ctitical Report * SMS Incidente \iderte Impessol
Spatial Locati S eport * Class 0 Incident a
Organizational patial Location * Class 0 Report
§ * Buiding
Location Temporal Location + Local
* Itinerary

\sa<L\sa

-

Accident with Injuries
* Usual Accident

* Transportation Accident

* Event Similar to Accident

Accident without
Injuries
* Damage to Property or
Environment

Without Leave/
Incapacitation/Loss of

ime
 Frequency/Rate of Accidents,

Figure 2: Occupational Health and Security (OHS) ontology.

at the workplace or during this, the employee is
considered in carrying out the work.

* Accident with injury: It’s all an accident in
which the employee suffers some kind of in-
jury. Injury: Any damage suffered by a part
of the human organism as a consequence of
an accident at work.

With leave: Personal injury that prevents
the injured from returning to work the
day after the accident or resulting in per-
manent disability. This injury can cause
total permanent disability, permanent par-
tial disability, total temporary disability
or death.

- Without leave: Personal injury that does
not prevent the injured to return to work
the day after the accident, since there is
no permanent disability. This injury, not
resulting in death, permanent total or par-

tial disability or total temporary disabil-
ity, requires, however, first aid or emer-
gency medical aid. Expressions should
be avoided ”lost-time accident” and “ac-
cident without leave”, used improperly to
mean, respectively, "with leave injury” and
“injury without leave.”

x Accident Without Injury: Accident causes no
personal injury.

S. COGNITIVE ANALYSIS FOR OHS EN-
VIROMENT

Standard ontology reasoning procedures can be performed
within the ontologies to infer additional knowledge from the
explicitly asserted facts. By using an inference engine, tasks
such as classification or instance checking can be performed.
Figure 3.

Risk prevention is a paradigmatic case of inductive rea-

soning.
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Inductive reasoning begins with observations that
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are specific and limited in scope, and proceeds to a gener-
alized conclusion that is likely, but not certain, in light of
accumulated evidence. You could say that inductive reason-
ing moves from the specific to the general. Much scientific
research is carried out by the inductive method: gathering
evidence, seeking patterns, and forming a hypothesis or the-
ory to explain what is seen.

In our framework, inductive rules formally represent con-
textual, heuristic and common sense knowledge to accom-
plish high-level scene interpretation and low-level location
refinement.

Once an employee enters the network, it immediately con-
nects with a local proxy, which evaluates the position of
the client device and assign a role to the employee. A pre-
processing step begins then filtering the relevant features
that are selected to participate in the process of knowledge
discovery by type of employee (role). The association rules
mining process starts with the selected configuration and
the set of resulting rules can be analyzed. Later a post-
processing step starts. It is an important component of
KDD consisting of many various procedures and methods
for pruning and filtering the resulting rules.

The fusion engine implements an association rules model
that combines dynamically feature selection based on the
role of the user in order to find spatiotemporal patterns be-
tween different types of anomalies (or event sequence, ex.
neglects, incidents, accidents) that match with the current
location of the user.

Two categories of association mining are employed: intra-
anomaly and inter-anomaly [7]. Intra-anomaly associations
are the associating among items within the same type of
anomaly, where the notion of the transaction could be events
where the same user participate. However, inter-anomaly
describes relationships among different transactions. That
means between incidents, accidents and neglects.

In this case the data pre-processing before mining is pretty
straightforward, as the interest is to discover relationships
between the values of different attributes and the possible
presence of probabilistic implication rules between them.
The results of applying the rule mining algorithms are post-
processed to eliminate cyclic rules and to sort them accord-
ing to an interestingness criterion.
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6. FINAL REMARKS

In this work we have presented an information fusion frame-
work for providing context-aware services related to risk pre-
vention in offshore oil industry environment. The proposal
put forward aims at providing context-based information re-
lated to accidents and their causes to users depending on
their profiles and location.

Our approach relies on a domain ontology to capture the
relevant concepts of the application and the semantics of the
context in order to create a high-level fusion of information.
Along with that we have introduced an innovative use of rule
mining for provisioning knowledge for situation assessment
and decision making regarding risk an accidents prevention.
This form of rule mining is capable of an online high-level
knowledge extraction that represents relations between dif-
ferent kinds of anomalies that have taken place at the user
location and that the system has determined that had lead
to an accident.
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